* https://neal.fun/password-game/
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https://www.youtube.com/watch?v=-UrdExQWOcs
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Quantum Computing - _
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Multi-Factor Authentication
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 where a system requires a user to present a
combination of two or more credentials to verify a
user’s identity for login

— Cybersecurity & Infrastructure Security Agency (CISA)
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Multi-Factor Authentication
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* What you know
— Password, Pin
* What you have
— Smart card, mobile device
* What you are
— Fingerprint, Voice recognition, Retinal Scan



Pre-Pandemic Environment




Post-Pandemic Environment




Mobile Devices

* Connecting to Open Wifi

* Data Leaks

* Malicious Apps

* Apps with weak Security

* Poor password security

* Public phone charging stations
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Mobile Devices

Honwally Fast Charging USB C to C Data Blocker, Protect Against Juice Jacking, Support Safe Fast Charging
up to 50V/5A (2 Pack)
4.3 i iryy v (69)

$8% (44.50/Count)

FREE delivery Mon, Apr 17 on $25 of items
shipped by Amazon

USB-C Data Blocker, JSAUX (2-Pack) USB-A to USB-C Female Defender Only for Quick Charge, Protect
Against Juice Jacking, Refuse Hacking Provide Safe Charging- Red

4.4 Sedede deds < (106)

$899 ($4.50/Count)

FREE delivery Thu, Apr 20 on $25 of items
shipped by Amazon



Insider Threats - =

e Who has access to what?
e Who has blanket access?
* Are proper permissions in place?



Insider Threats
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Accidental Types of Insider Threats

%

Negligent

Malicious

T h | r d _ Pa r ty Negligent Malicious Third - Party

Insiders who pose an Current or former employees Vendors who misuse their
unintentional threat due to who abused their access to access and compromise the
human error and lack of steal intellectual property for security of critical data

security awareness personal gains
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Ransomware as a Service -
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* is a business model between ransomware operators
and affiliates in which affiliates pay to launch
ransomware attacks developed by operators

* RaaS kits allow affiliates lacking the skill or time to
develop their own ransomware variant to be up and
running quickly and affordably.



Ransomware as a Service -

* A RaaS kit may include 24/7
support, bundled offers, user
reviews, forums and other
features identical to those
offered by legitimate SaaS
providers.

— Crowdstrike
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Zero Trust Environment. -
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"Zero trust is the term for an evolving set of cyber
security paradigms that move defenses from static,
network-based perimeters to focus on users, assets,
and resources. Zero trust assumes there is no implicit
trust granted to assets or user accounts based solely on
their physical or network location.”

-National Institute of Standards and Technology(NIST)
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Bu:ldmg a Securlty Aware. CuTture
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* Leadership buy-in

* Employee training

* Strong policies and procedures
* Continuous communication

* Security champions

* Continuous improvement




Artificial Intelligence - -

* Open Al

 Google Al Platform (Bard)
* Amazon Web Services Al
* Microsoft Azure Al

* |IBM Watson

* Facebook Al



Artificial Intelligence

ChatGPT

This is a free research preview.

A,

Clur goal is to get external feedback in arder to improve our
systems and make them safer.

While we have safeguards in place, the system may
occasionally generate incorrect or misleading information
and produce offensive or biased content. It is not intended
to give advice.
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Pros of Al:

» Efficiency: Al can perform tasks faster, more accurately, and tirelessly than humans,
leading to increased productivity and efficiency in many industries.

* Cost-effective: Implementing Al in many industries can be cost-effective since it can
replace human labor, reducing the costs of training, salaries, and benefits.

* Improving quality of life: Al can help people with disabilities, older adults, and patients

with chronic illnesses with daily tasks, monitoring health, and improving the quality of
life.

* Data analysis: Al can analyze vast amounts of data, enabling businesses to gain insights,
make data-driven decisions, and improve customer experience.

e Accuracy: Al can provide consistent and accurate results, minimizing the risk of errors
and improving the reliability of tasks.
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Artificial Intelligence - -
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Cons of Al:

* Job displacement: The use of Al in many industries can lead to job losses and
displacement of human labor, which can lead to economic and social consequences.

* Bias: Al systems can perpetuate and amplify biases and discrimination that exist in
society, leading to ethical and social concerns.

* Security risks: Al systems can be vulnerable to cyber attacks, leading to the exposure of
sensitive data and security breaches.

* Lack of creativity: Al systems lack the ability to be creative and innovative, which limits
their applications in industries that require human intuition and creativity.

» Dependence: The over-reliance on Al systems can lead to a lack of human expertise,
decision-making skills, and intuition, leading to possible mistakes and errors.

* Used for nefarious purposes: Al can be used to create phishing emails that are almost
undetectable.
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Artificial Intelligence - -

Example of OpenAl
https://chat.openai.com



Questions?




